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[bookmark: _Toc85626833]Purpose
A recent Windows 10 update has introduced a new issue in the Smartcard self-renewal functionality.  The reason is that the update is causing the Smartcard manufacturer’s drivers to be replaced by the Microsoft USBCCID Smartcard reader drivers.
We are working with Microsoft to try to stop this happening, but in the meantime there is an alternative way by which we can prevent Windows update from updating the specific drivers which are causing the problem.

[bookmark: _Toc85626834]Microsoft Default Driver Issue
All newly built Windows 10 machines default to use the Microsoft Usbccid Smartcard Reader (WUDF) Driver irrespective of smartcard reader type. This is NOT the correct driver for any of the Smartcard readers used in the NHS and using it causes various authentication and smartcard operation issues including failures with self-renewal of Smartcards. It can also cause power management issues where the reader powers down during CMS operations.
The correct drivers need to be installed from the list below. Admin rights are needed to install the drivers.  This information is also available at: http://nww.hscic.gov.uk/dir/downloads/index.html#reader_drivers

1. Omnikey 3121 USB Smartcard Reader marked ‘Made in Philippines’
https://www.hidglobal.com/drivers/29765
2. Omnikey 3121 USB Smartcard Reader marked ‘Assembled in Mexico’
https://www.hidglobal.com/products/omnikey-nhs
3. Omnikey 5121 Contactless Smartcard Reader
http://www.hidglobal.com/drivers/29765
4. Download the HP KUS-0133 Keyboard Reader
http://h20564.www2.hp.com/hpsc/swd/public/detail?swItemId=ir_79253_1#tab2
5. Users of Dell integrated keyboard smart card readers such as the RT7D60 and SK-3205 can use the following drivers to ensure full compatibility with NHS services – DellDrivers.zip [RT7D60 or SK-3205]

Once the correct drivers for the reader are installed, then the steps in the rest of this document are required to prevent Windows update from replacing the correct drivers with the incorrect Microsoft driver again.

[bookmark: _Ref85519506][bookmark: _Toc85626835]How to Identify the Device Ids
a. Open Device Manager Properties window by typing Device Manager, in Windows search or by typing devmgmt.msc and hit the Enter key. This will open the Device Manager Properties Window
[image: ]
b.  Go to Smart Card Readers and locate the device
[image: ]
c. Double Click or Right Click and select Properties from the context menu.
[image: ]
d. Switch to Details tab
[image: ]
e. Right-click on the ID you want, and select Copy from the context menu to copy it.
[image: ]

Note: For most devices there are more than one Hardware Ids. Usually the first two are the ones you need. The first one is the actual Hardware Id of your device and is specific to your device. For proper prevention, it is recommended to select the second one, which is more generic. 
[bookmark: _Ref85519689][bookmark: _Toc85626836]Device Ids Table
	Smart Card Reader Name
	Device Ids
	Country of Origin

	Dell Keyboard
	USB\VID_413C&PID_2101
	

	OmniKey
	USB\VID_076B&PID_3031
	Mexico

	OmniKey
	USB\VID_076B&PID_3021
	Philippines



Note: Before making the changes to the Group Policy or Register it’s better to verify the device id following the How to Identify the Device Ids 


[bookmark: _Toc85626837]Prevent Updating Drivers for a Particular Device
There are two ways to prevent updating device drivers which match any of the device ids

[bookmark: _Toc85626838]Configure Group Policy to prevent updating drivers for a particular device
a. Open Group Policy editor, by typing Edit group policy, in Windows search or by typing gpedit.msc, and hit the Enter key. This will open Group Policy Editor. 
b. Go to Computer Configuration > Administrative Templates > System > Device Installation > Device Installation Restrictions.
[image: ]
c. Double-click on "Prevent installation of devices that match any of these device IDs". Change the Status to Enabled. You can also select the "Also apply to matching devices that are already installed", which will prevent installation or update of already installed devices. That means that already installed devices that match the Hardware Id, will be retroactively uninstalled and not allowed to be installed for as long as the Policy is Enabled (active)!

[image: ]
d. Click on the Show button and add the device ids
[image: ]
Note: 
To identify the device id follow How to Identify the Device Ids or Device Ids Table

All device values (= Hardware Ids) entered in this section, will not be updated either by Windows Update or manually by the user. Note that one hardware ID, per device, is enough, you don't need to add all the Hardware Ids listed in Device Manager.



[bookmark: _Toc85626839]Configure Registry to prevent updating drivers for a particular device
If not using Group policy, then the same can be achieved using the registry.

Manual Changes
a. Open Registry editor, by typing Registry Editor, in Windows search or by typing Regedit, and hit the Enter key. 
[image: ]
b. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows
[image: ]
c. Add or Navigate to DeviceInstall Key
[image: ]
d. Add or Navigate to Restrictions Key
[image: ]
e. Ensure the selected key is Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeviceInstall\Restrictions
f. Add a new DWORD key at the following location Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeviceInstall\Restrictions
[image: ]

	Key Name
	Value
	Comments

	DenyDeviceIDs
	1
	Following values are supported
1 = Enable
2 = Disable

	DenyDeviceIDsRetroactive 
	1
	Corresponds to the "Also apply to matching devices that are already installed" checkbox: 1 for checked, 0 for not.


g. Add or Navigate to DenyDeviceIDs Key
[image: ]
h. Add the STRING key value in the Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeviceInstall\Restrictions\DenyDeviceIDs
[image: ]

	Key Name
	Value
	Comments

	Any Value (sequence number)
	Device Hardware Id
	Key name can be the serial number



Note: 
To identify the device id follow How to Identify the Device Ids or Device Ids Table
Registry Script
Following script can be executed to add the device ids to prevent updating drivers for a particular drivers.
	Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeviceInstall]

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeviceInstall\Restrictions]
"DenyDeviceIDs"=dword:00000001
"DenyDeviceIDsRetroactive"=dword:00000000

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\DeviceInstall\Restrictions\DenyDeviceIDs]
"1"="<Device Hardware Id>"
"2"="<Device Hardware Id>"
"3"="<Device Hardware Id>"


[bookmark: _Toc452130210][bookmark: _Toc44670569]Note: Replace the <Device Hardware Id> with the device ids follow How to Identify the Device Ids or Device Ids Table










	











	Copyright © 2020 Health and Social Care Information Centre. All rights reserved.
This work remains the sole and exclusive property of the Health and Social Care Information Centre and may only be reproduced where there is explicit reference to the ownership of the Health and Social Care Information Centre.
This work may be re-used by NHS and government organisations without permission.  


[bookmark: _Toc328044297][bookmark: _Toc350264859]





Published by the Health and Social Care Information Centre
 
For further information, feedback, and questions please visit:
https://www.networks.nhs.uk/nhs-networks/identity-agent
or sign up to our Slack channel:
https://identityagent.slack.com



image4.png
Device Manager

Ele Acton View Help

s @ EHm

®

(=]}

T |
W] Audio inputs and outputs
B Bateries
0 Bluetooth
@ Camerss
[ Computer
& ControlVault Device
. Disk crives
O Display adaptors
2 DVD/CD-ROM drives
B Firmware
% Human Interface Devices
= Keyboards
L1 Memory technology devices
(0 Mice and other painting devices
3 Monitors
2 Network adapters
0 Portable Devices
& Ports (COM & LPT)
5 Print queues
O Processors
0 Proxiraty devices
B Security devices
3 Sensors
v [ Smart card veaders
4 Microsoft Usbecid Smartcard Reader (WLDF)
Micrasoft Usbccid Smartcard Reader (WUDF)
= OMNIKEY 3:21
¥ Software components
H Software devices
] Sound, video and garne contrallers
G Storage contrallers
2 System devices
§ Universal Seial Bus contrallers




image5.png
Device Manager
Ele Acton View Help

s @ EHm

®

(=]}

T |
W] Audio inputs and outputs
B Bateries
0 Bluetooth
@ Camerss
[ Computer
& ControlVault Device
. Disk crives
O Display adaptors
2 DVD/CD-ROM drives
B Firmware
% Human Interface Devices
= Keyboards
L1 Memory technology devices
(0 Mice and other painting devices
3 Monitors
2 Network adapters
0 Portable Devices
& Ports (COM & LPT)
5 Print queues
O Processors
0 Proxiraty devices
B Security devices
3 Sensors

v [ Smart card veaders
Micrasoft Usbccid Smartcard Reader (WUDF)

artcard Reader (WUDF)
OMNIKEY 321
TS TOTR e

1 Software devices

i Sound, video and game contrallers
Su Storage contrallers

B System devices

§ Universal Seral Bus contrallers





image6.png
OMNIKEY 3¢21 Praperties

General Diiver Detals Events Power Management

OMNIKEY 3:21
=
Devicetype:  Smat card readrs
Manufactwer.  HID Global
Location Por_H0001.Hub_H0001
Device status

[T device is working proper.

oK Cancel





image7.png
OMNIKEY 3¢21 Praperties

General  Diiv vents Power Management

OMNIKEY 3:21

Value

USBAYID_076B4PID_30218REV_0302
USBAYID_076B8PID_3021

Cancel





image8.png
OMNIKEY 3¢21 Praperties
General Driver Detalls Events Power Management

OMNIKEY 3:21
=

Propety

Haidware IDs <

Value

UISERID, G7EHEPD 051

Selectall

o





image9.png
=/ Local Group Policy Editor

File Action

L A1 EY

View  Help

=k 4

I/ Local Computer Policy
~ % Computer Configuration

Software Settings
Windows Settings
Administrative Terplates

Contral Panel
Netwark

Printers

Server

Start Menu and Taskbar

Systern

Access-Denied Assistance
AppV

Audit Pracess Creation
Credentials Delegation

Device Guard

Device Health Attestation Sevice
Device Installation

Device Instalstion Restrictons
Disk WV Cache

Disk Quotas

Display

Distrbuted COM

Drver nsalation

sty Launch Antimatare
Enhanced Storage Access

Fil Clasiicstion Infrsstructure
File Share Shadow Copy Provider
Filesystem

Folder Redirection

Group Policy

Intemet Cormrunicstion Management
iscsi

xoc

Kerberos

Kemel DMA Protecton

Locale Senices

Logon

Miigation Options

Net Logon

0SPolicies

PIN Complexity

Powsr Management

Recovery

Remote Assstance

Remote Procedure Call
Removable Storsge Access
Scripts

Server Mansger

Senice Control Manager Setings
Shutdown

Shutdown Options

Device Installation Restrictions

Prevent installation of devices that
match any of these device IDs

Edit policy setting

Requirements:
Atleast Windows Vista

Description:
This policy setting allows you to
specify a it of Plug and Play
hardware IDs and compatible [Ds for
devices that Windows is prevented
from installing. By default,this policy
setting takes precedence over any
other policy setting that allows
Windows to install a device.

NOTE: To enable the "Allow
installation of devices that match any
of these device instance IDs" policy
setting to supersede this policy
setting for applicable devices, enable
the "Apply layered order of
evaluation for Allow and Prevent
device installation policies across all
device match criteria” policy sefting

Ifyou enable this policy setting,
Windows is prevented from installing
2 device whose hardware ID or
compatible ID appears in the st you
create. If you enable this policy.
setting on a remote desktop server,
the policy setting affects redirection
of the specified devices from a
remote desktop client o the remote:
desktop server.

Ifyou disable or do not configure this
policy setting, devices can be
installed and Updated as allowed or
prevented by other policy settings.

Setting

Prevent installation of removable devices

Allow administrators ta overtide Device Installation Restriction policies
Apply layered order of evaluation for Allow and Prevent device installation policies acrass all device match .
Allow installation of devices using drivers that match these device setup classes

Prevent installation of devices using drivers that match these device setup classes

Display 3 custar message when installation is prevented by 2 policy setting

Display 3 custorn message title when device installation is prevented by 2 policy setting

Allow installation of devices that match any of these device IDs

Allow installation of devices that match any of these device instance IDs
Prevent nstallation of devices that match any of these device instance IDs
Time (in seconds) to force reboot when required for policy changes to take effect

Prevent installation of devices not described by other policy settings

Sate
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Not canfigured
Not configured
Not configured
Not configured
Not configured

Comment

13 setting(s)

' Exended (Sondard





image10.png
[] Preventinstalltion of devices that match any of these device IDs

& Preventinstallation of devices that match any of these device IDs o x

Brevious Setting | | Next Setting

O Not Configured ~ Comment

(® Enabied

O Disabled

Supported on:

At least Windows Vista

Optians

Help:

Prevent installation of devices that match any of
these Device IDs:

Show.

To create a st of devices, click Show In the Shaw.
Cantents dialag bax, in the Value calurn,

type 2 Plug and Play hardware ID or compatible ID
(for example, gendisk, USB\COMPOSITE,

Also apply to matching devices that are aleady
installed.

“This policy setting allows you to specify a st of Plug and Play
hardware [Ds and campatible IDs far devices that Windows is
prevented from installing. By default ths palicy setting takes
precedence aver any other policy sefting that allows Windows to
install 2 device,

NOTE: To enable the "Allow installation of devices that match any.
of these device instance IDs” policy setting to supersede this
policy setting for applicable devices, enable the "Apply layered
order of evaluation for Allow and Prevent device installation
policies across al device match criteia” policy setting,

Ifyou enable this policy setting, Windows is prevented from
installing a device whose hardware ID or compatible ID appears
i the st you create. Ifyou enable this policy setfing on a remate
desktap server, the policy setting affects redirection of the
specified devices fram a remote desktop client to the remate
desktop server.

1Fyou disable or do not canfigure this palicy setting, devices can
be installed and updated as allowed or prevented by other policy

oK Cancel Apply





image11.png
&

| ] Preventinstalltion of devices that match any of these device IDs

Brevious Setting | | Next Setting
| O Not Configureq ~ Comment:
@ Enabled
O Disabled
SUPPOIE| o Contents o x
Prevert instalaion of devices that maich any of these Device IDs:
Options

Prevent installation of devices th)
Ds:

o veate Tt of devices, click S
Cantents dialag box, in the Valu

type 2 Plug and Play hardware |

(for example, gendisk, USB\CO!
USB\Class_ff.

Also apply to matching devic
installed. oK Cancel

Specifid devices fram 3 rermate desktap client to the rermate
desktop server

1Fyou disable or do not canfigure this palicy setting, devices can
be installed and updated as allowed or prevented by other policy |,

ok Cancel Apply




image12.png
B Registry Editor
Fle Edit View Favorites Help

Computer

Computar
HKEY_CLASSES ROOT
5 | HKEV_CURRENT.USER
HKEY_LOCAL MACHINE
5 [ HKEY.USERS
5 | HKEY.CURRENT.CONFIG

Name

Tpe

Data





image13.png
B Registry Editor
Fle Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Policies\MicrosoftiWindows

> Obsrthur Technalogies
opsc

| openven

3 L Orace

Coyptography

5 [ MicrosoftEdge

5 [ MSDeploy

Pearbist

| Peemet
SaMClient

| SystamCariicstes

Y

] Windows

[l Diiversearching
EnhancedSrorageDevices
9
>

3 [ NetworkProvider
5 L Powsrshel

5 [ WindowsUpdate
Workplaceloin
o [ wspapl
] Windows Advanced Threat Protection
Windows Defender
5 | Windows Defender ExplatGuard
Windows NT
5 WindowsFirewsl
[ Mictosoft Services
Bython

Realtek
RegisteredApplications

RLsetup
S saRp

5 11 Siera Wieless Inc
51 SimonTatham

Name

28] (Default)

Tpe
REG_SZ

Data

fwalue not set)





image14.png
B Registry Editor
Fle Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Policies\MicrosoftiWindows\Devicelnstall

> Obsrthur Technalogies
opsc

| openven

3 L Orace

v | Microsoft
Coyptography
5 [ MicrosoftEdge
5 [ MSDeploy
Pearbist
| Peemet
SaMClient
| SystamCariicstes
e

] Windows

[l Diiversearching
EnhancedSrorageDevices
9
>

3 [ NetworkProvider
5 L Powsrshel

5 [ WindowsUpdate
Workplaceloin
o [ wspapl
| Devicelnstl
Windows Advanced Threat Protection
5 | Windows Defender
Windows Defender ExploitGusrd
5 Windows NT
5 WindowsFirewsl
Mictosoft Services

5 0 Rilsewp
S sase
5 Siema Wireless Inc

Name

28] (Default)

Tpe
REG_SZ

Data

fwalue not set)





image15.png
B Registry Editor
Fle Edit View Favorites Help

Computer\HKEY_LOCAL MACHINESOFTWARE\Policies\Microsoft\Windows\Devicelnstall\Restrictions

> Obsrthur Technalogies
opsc

| openven

3 L Orace

v | Microsoft
Coyptography
5 [ MicrosoftEdge
5 [ MSDeploy
Pearbist
| Peemet
SaMClient
| SystamCariicstes
e

] Windows

[l Diiversearching
EnhancedSrorageDevices
9
>

3 [ NetworkProvider
5 L Powsrshel

5 1] WindowsUpdate
Workplaceloin
5 [ wspapl
[ Devicelnstal
] Restictions
] Windows Advanced Threat Protection
Windows Defender
5 11 Windows Defender ExploitGuard
5 Windows NT
] WindowsFirewsl
> [] Microsoft Senices
Python
Recore
S Reakek
Registeredapplcations
SRS
S L Rsetup
S sHare

Name

28] (Default)

Tpe
REG_SZ

Data

fwalue not set)





image16.png
Eile

Registry Editor

Edit View Favorites Help

Computer\HKEY_LOCAL MACHINESOFTWARE\Policies\Microsoft\Windows\Devicelnstall\Restrictions

> Obsrthur Technalogies
opsc

| openven

3 L Orace

v | Microsoft
Coyptography
5 [ MicrosoftEdge
5 [ MSDeploy
Pearbist
| Peemet
SaMClient
| SystamCariicstes
e

] Windows

[l Diiversearching
EnhancedSrorageDevices
9
>

3 [ NetworkProvider
5 L Powsrshel

5 1] WindowsUpdate
Workplaceloin
5 [ wspapl
< [ Devicelnstal
7] Restictions
] Windows Advanced Threat Protection
Windows Defender
5 11 Windows Defender ExploitGuard
5 Windows NT
] WindowsFirewsl
> [] Microsoft Senices
Python
Recore
S Reakek
Registeredapplcations
SRS
S L Rsetup
S sHare

Name

28] (Default)

enyDevicelDs

Tpe
REG_SZ

REG_DWORD
REG_DWORD

Data
fwalue not set)
0<00000001 (1)
000000001 (1)





image17.png
B Registry Editor
Fle Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\Devicelnstall\Restrictions\DenyDevicelDs

> Obsrthur Technalogies 3
opsc

| openven

3 L Orace

Coyptography

5 [ MicrosoftEdge

5 [ MSDeploy

Pearbist

| Peemet
SaMClient

| SystamCariicstes

e

] Windows

[l Diiversearching
EnhancedSrorageDevices
9
>

3 [ NetworkProvider
5 L Powsrshel

5 [ WindowsUpdate
Workplaceloin
5 [ wspapl
v Deicelnstall
[ Restrictons
| DenyDevicelDs
] Windows Advanced Threat Potection
5 | Windows Defender
5 | Windows Defender ExplatGuard
Windows NT
5 WindowsFirewsl
Mictosoft Services
3 [ Python
S Recore
S Reakek
| Registredapplications

™

Name

a8{Befaut)

S RSetp 9

Tpe
REG_SZ

Data

fwalue not set)





image18.png
B Registry Editor
Fle Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\Devicelnstall\Restrictions\DenyDevicelDs

7T Oberthur Technalogies A ame Tpe Dts

5 [ oose ) Default) Re6_SZ alue ot se)

sHom a1 Re6.sz USBAVID_413C5PID_2101

s Bormst a2 Re6.sz USEAVID_076B4361D_3031
a5

5 [ Onacle E: | REG_SZ USBWVID_076B&PID_3021

v | Microsoft
Coyptography
5 [ MicrosoftEdge
5 [ MSDeploy
Pearbist
| Peemet
SaMClient
| SystamCariicstes
e
| Windows

[l Diiversearching
EnhancedSrorageDevices
9
>

3 [ NetworkProvider
5 L Powsrshel

5 [ WindowsUpdate
Workplaceloin
5 [ wspapl
< [ Devicelnstal
< [ Restictons
] DenyDevicelds
] Windows Advanced Threat Protection
5 | Windows Defender
5 | Windows Defender ExplatGuard
Windows NT
5 WindowsFirewsl
Microsof Sevces
3 [ Python
S Recore
S Reakek
] Registersaapplications
SRS

S RSetp 9





image1.jpeg




image2.jpeg
NHS

Digital




image3.png
Information and technology
for better health and care




